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Abstract: Computer viruses are the most pressing problem of many today. 
Computer virus remains one of the reasons for the loss of information and the main 
thing. It is known that viruses have led many organizations and companies to disrupt 
their work. A computer virus is a specially written program that can be attached to 
other programs (that is, it performs its performance), as well as perform unwanted 
actions on the computer. The Virus does not always carry out actions to infect the 
software in order to hide itself. They are realized only under certain conditions. The 
fact is that viruses use all sorts of ways to get rid of attachments to their systems, so 
there are no systems that do not get infected. Computer viruses, along with their 
characteristics, working, effects on the computer systems and to suggest measures for 
detecting the virus infection in a computer system and to elaborate means of 
prevention. 
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Introduction 
Think of a biological virus – the kind that makes you sick. It’s persistently nasty, 
keeps you from functioning normally, and often requires something powerful to get rid 
of it. A computer virus is very similar. Designed to replicate relentlessly, computer 
viruses infect your programs and files, alter the way your computer operates or stop it 
from working altogether. 
Some computer viruses are programmed to harm your computer by damaging 
programs, deleting files, or reformatting the hard drive. Others simply replicate 
themselves or flood a network with traffic, making it impossible to perform any internet 
activity. Even less harmful computer viruses can significantly disrupt your system’s 
performance, sapping computer memory and causing frequent computer crashes.  
Main part 
Currently, a computer virus has the following characteristics the program code is: 
• the ability to create copies that do not have to match the original, but have the 
characteristics of the original (self-restoration); 
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• created for executable objects of the computer system the availability of 
copying mechanisms. 
It should be noted that these features are necessary, but sufficient it's not. These 
features should be complemented by the destructive and non-destructive properties of 
the malware in the computing environment. 
Classify viruses according to the following main symptoms you can: 
• living space; 
• operating system; 
• performance algorithm feature; 
• destructive options. 
The habitat of computer viruses, in other words, by the type of computer system 
objects on which the viruses are introduced categorization is the basic and common 
classification. 
 
  Fig. 1. The living space of computer viruses 
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File viruses enter executable files in a variety of ways (the most dangerous type 
of virus), create copies of files (companion viruses) or create file systems (link viruses) 
uses. 
Installing viruses write itself to the boot sector of the disk (boot sector) or to the 
sector in which winchesteme is a systemic loader (MasterBootRecord). Installation 
viruses perform the function of the program code that receives the management of the 
system boot. 
Macro viruses are a set of modern system macros and files that process 
information, in particular Microsoft Word, MicroSoft Excel, etc. like batch editor, it 
infects file-documents and spreadsheets. 
Network viruses is a type of malicious program that independently spreads 
through local and global computer networks, using "holes" for its distribution - errors 
in the protection of Window, Internet Explore, Outlook, etc. This virus can transmit its 
code to a workstation or remote server without any third-party help.  
The period from the moment when any virus is created to the moment of its launch 
to the end of its work is called the life cycle of the virus. The life cycle of viruses as 
with any boot sector, the life cycle of computer viruses is divided into two stages of 
retention and completion. 
 
Fig. 2. The life cycle of viruses 
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• trojans programs; 
• logic bombs; 
• remote computer hidden control boxes; 
• Programs that steal passwords using the internet and other conventional 
information. 
There are no clear boundaries between them: the composition of Trojan programs 
can contain viruses, logical bombs can be placed on viruses, etc. 
Trojans do not multiply by themselves, but they disable the security of your 
computer: trojans can delete your necessary information, send the data on the computer 
to the desired address, make unauthorized connections to your computer from the 
internet. 
Logic bombs viruses are viruses that start when a particular date or time arrives or 
when a particular action is performed by the user. 
The action of viruses takes place very quickly, and also does not give any news. 
Therefore, the user should feel the unpleasant changes in the computer itself. When the 
computer is infected with a virus, the following events occur: 
• some programs do not work or start to work badly; 
• other messages or icons will start to appear on the screen; 
• computer performance slows down; 
• some files will be corrupted or their size will increase, plus all will change to 
the account of adding different records; 
• reduced free space of RAM; 
• it is difficult to install programs from a system disk or do not load at all; 
The best type of protection is to know how viruses are affected. In order for the 
computer to be infected with viruses, it is required to work on any infected software 
contained in it. Therefore, the primary lesion of the computer occurs in the following 
cases:  
• the loading of programs infected with a virus on the computer (COM, BAT or 
EXE files) or the use of module infected software; 
• loading a viral floppy disk into a computer; 
• installation of infected drivers of infected OS or devices on the computer. 
Conclusion 
Viruses can be protected by the following methods: 
• checking for the presence of a floppy disk, of course, a virus while reading; 
• the transfer of copies of information, as well as the use of general rules for the 
storage of disks and information, the storage of disks from physical damage, and 
programs from corruption; 
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• to limit the illegal use of information, in particular, to protect the software and 
data from changes in the influence of viruses, from malfunctioning software and 
improper actions of users; 
• measures that reduce the likelihood of infection with viruses; 
• the use of special programs that fight viruses. 
The problem of "Virus-protection tools" is similar to the problem of "attack 
weapon - protection weapon". As the means of Defense become more and more, the 
means of attack are also being improved. computer viruses still remain an urgent 
problem for a long time, both sides will continue to develop. 
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